There is a significant increase in the rates of vehicle accidents in countries around the world and also the casualties involved ever year. New technologies have been explored relating to the Vehicular Ad Hoc Network (VANET) due to the increase in vehicular traffic/congestions around us. Vehicular communication is very important as technology has evolved. The research of VANET and development of proposed systems and implementation would increase safety among road users and improve the comfort for the corresponding passengers, drivers and also other road users, and a great improvement in the traffic efficiency would be achieved. This research paper investigates the current and existing security issues associated with the VANET and exposes any slack amongst them in order to lighten possible problem domains in this field.
Introduction
The road has become a "moving network", today vehicles are been designed to carry networks, communicate with other vehicles via a communication link or channel. The 2009 Urban Mobility Report, issued by the Texas Transportation Institute, reveals that in 2007, the congestion caused Urban Americans to travel 4.2 billion hours more and to purchase an extra 2.8 million gallons of fuel [1] [2] . This caused a great cost of 187.2 $billion and an increase of 50% and above in the previous decade [1] [2].
Vehicular Ad Hoc Network (VANET)
Vehicular Ad Hoc Network (VANET) utilizes cars as a mobile node to create a mobile network [13] . Vehicles act as a mobile node with the corresponding network. The basic aim of VANET is to improve and increase the safety on our roads and road users, comfort of passengers, and also aid the communication between vehicles and roadside equipment. The VANET communication medium is installed on each node (vehicle) [11] . As shown in Figure 1 , each vehicle has its own communication wireless network card which allows ease of communication flow between vehicles and roadside units. Figure 2 Shows the different domains that exist in VANET. The Mobile Domain consists of (Vehicle and Mobile Devices) such as PDA, Smart Phones, and Laptop etc. The Generic Domain consists of (Internet Infrastructure and Private Infrastructure) such as nodes and servers. While the Infrastructure Domain consists of (Road Infrastructure or Units and the Central Infrastructure) such as the RSU that communicate with the vehicle along the road, and the management center that communicates with the internet.
The Mobile Domain communicates with the Infrastructure Domain and the Infrastructure Domain communicates with the Generic Domain and data flows between the different domain to provide effective and efficient use of the road by the road users.
Since the communication is provided in 2 different way in VANET, there are some fixed node that act as a roadside unit or equipment which enables the ease of VANET to serve as a gateway to the internet and also in accessing geographical data [12] - [14] . Each node in the VANET doesn't only participate in data transmission and receiving, they also act as a wireless router of the network as different nodes communicate via their own communication range, permitting cars in the region of 100 to 300 meters of each other to join the network, and create a network with a wide range. As cars fall out of the signal range and drop out of the network, other cars can join in, connecting vehicles to one another so that a mobile Internet is created [15] .
Components of VANET are onboard units and roadside units as shown in Figure 3 , we can see how communication is transmitted from the roadside unit to the onboard unit in the vehicle, and also a vehicle to vehicle communication. This creates a better share of information between vehicles.
VANET, vehicles act as nodes, unlike MANET that vehicles are set to move on a predefined road. The vehicles must follow traffic signs and signals and their velocity relies on the speed sign [9] . Wireless devices such as; Personal Digital Assistant (PDA), Remote Keyless Entry Device, Mobile Phones, Laptops etc. are supported by VANET inside the vehicle [16] - [20] . Due to the increase of mobile wireless devices, the demand for the vehicle-to-vehicle (V2V), vehicle-to-roadside (VRC), and vehicle-to-infrastructure (V2I) communication will grow rapidly [20] . There are two type of communication infrastructure available by the VANET; first is the wireless ad hoc network, where there's communication between vehicles without infrastructural support. Secondly, the communication between the vehicle and the road side unit [14] . The IEEE defined standard of establishing a VANET is 802.11 or 802.16 (WIMAX).
Due to the relatively high speed of nodes (vehicles) in the VANET and the clustering of vehicles in a particular location can cause a very large network at that time due to the independency of each node, a communication standard known as the Dedicated Short Range Communication (DSRC) was developed to fix the issue. This communication standard clearly requires the use of Road Side Units (RSUs) that are installed along the road as gateways between the infrastructure and the nodes (vehicles) and also in reverse [21] . The DSRC communicates on a 5.9 GHZ band and uses 802.11 access methods. USA allocated 75 MHZ of spectrum in the 5.9 GHZ, while Europe allocated 30 MHZ of spectrum in the 5.9 GHZ band for DSRC, this is to be utilized by the Intelligent Transportation Systems (ITS) [22] .
As shown in Table 1 , there are 7 MHz wide channels. Four of which are service channels that is used for safety and non-safety applications, and there is a control channel (CCH) which is used to control the channel. The two reserved channel (172 and 178) respectively are for future safety applications. Channel 172 is reserved for high accessibility and low inactivity of applications while channel 178 is reserved for high power public safety applications. 
Layered Architecture for VANET
The OSI model group similar communication functions into one of the seven logical layers [23] - [25] . In VANET, the session and the presentation layers are omitted and a particular layer can be further broken or partitioned into sub layers in the VANET architecture, as illustrated in Table 2 below [25] . The architecture of VANET may change in different regions, and the protocols and interface will also be different. As shown in Table 3 , the protocol stacks for the Dedicated Short Range Communication (DSRC) in the US [26] . At various layers, different protocols are designed to be used of which some are still under development [26] .
The approved amendment to the IEEE 802.11 standard which is IEEE 802.11p standard adds a wireless access in VANET vehicular environment (WAVE). This is focused primarily on the physical layer and MAC sub layer of the protocol stack. The IEEE 1609 standard is a higher protocol standard compared to the IEEE 802.11p. The IEEE 1609 standard functions in the middle layers of the protocol stack and it adaptably supports the safety applications in VANET. While the nonsafety applications are supported through a different set of protocols. The Network, Transport layer services for the nonsafety applications in VANET are supported or provided by IPV6, TCP, and UDP [27] - [29] . 
VANET Applications
There are two categories of applications that is associated with the VANET; safety and user based applications [30] .
Safety Related Applications
The safety related applications are used to increase safety on the road and also that of the road users, such applications are: collision avoidance, cooperative driving, and traffic optimization.
Collision Avoidance: Some studies states that 60% of road accidents can be avoided if the drivers are warned 0.30 seconds before the collision occurs [31] - [33] . In the collision avoidance application, a signal or a nodes location is broadcasted to other nodes if an accident occurs so as to prevent other vehicles coming to get involved.
Cooperative Driving: An uninterrupted/safe journey can be achieved via traffic related warning signals such as changing of lane, the speed limit, negotiating a bend or curve etc. drivers are practically responsible and involved in this application, because many accidents occurs because of the lack of cooperation between drivers [34] [35] .
Traffic Optimization: Vehicles acts as data collectors for the VANET. A signal like (JAM, ACCIDENT) etc. can be sent among the vehicles when there's a disruption on the road involving a vehicle or more so they can choose an alternative route to optimize the traffic and save time. For example, if there's a congestion on one lane the information can be transmitted or relayed to the vehicle on the opposite lane so it can be delivered faster to vehicles heading towards the congestion location. This gives enough time to for the vehicles approaching to choose an alternate route [36] .
User Based Applications
Safety comes first in the usage of the road, afterwards other services can be included. Infotainment (Information and Entertainment) services is also provided by VANET, such as:
Peer-to-Peer Application: these application can be utilized usefully to provide music, video, etc. sharing among the vehicles in the network.
Internet Connectivity: VANET provides the road users with internet connectivity Other Services: Geographical locations, payment services, etc. are provided by non-safety applications in VANET.
Characteristics of VANET
As earlier stated VANET is a sub of MANET, but it has its own distinguished characters such as:
High Mobility: Because vehicles move at high speed it is difficult to predict a node position and also it makes protection of nodes privacy hard.
Rapid Changing Network Topology: Due to the random speed of a node (vehicle), node position is difficult to ascertain and its position changes frequently, this causes the network topology to change frequently in VANET.
Unbounded Network Size: VANET network size is not limited to a particular region or locality, it can be implemented for a city or more, or even for countries. VANET is geographically limitless.
Frequent Exchange of Information: Information can be exchanged amongst vehicles and road side units (RSUs) die to the AD Hoc nature of VANET. This makes the information exchange more frequent and updated.
Wireless Communication: The technology that VANET runs on is a wireless technology, therefore nodes are connected and information exchange are done via a wireless communication channel.
Time Critical: Time limits are set on each information packet that is been sent or received, this enables the delivery of information at the right time to avoid unwanted delays and decisions can be made accordingly by the corresponding node with action taken.
Sufficient Energy: The nodes have huge power source, because the vehicles run on their own battery. There's no limited power supply for the corresponding components to function properly. This cause demanding techniques to be used by VANET, such as RSA, ECDSA etc.
Better Physical Protection: Because VANET nodes are vehicles, it's more secured physically. This makes VANET nodes to be more difficult to compromise physically and also reduce physical attack on the infrastructure.
VANET Model
In VANET there are different units involved in the deployment. Although majority are nodes (Vehicles), there are other units or entities that keep the basic operations functioning in the network. Due to the large and complex system model, it has been categorized into four sub models namely: Driver and Vehicle Model, Traffic Flow Model, Communication Model, and application Model [37] - [39] .
Driver and Vehicle Model: This shows the behavior of a single vehicle. In this model two factors are considered such as: different driving styles and the vehicle characteristics. Example a violent driver or passenger and a sport car [39] .
Traffic Flow Model: This model depicts the interaction between vehicles, drivers, and the infrastructure to develop a good road network [39] [40] .
Communication Model: This shows the flow of data or information between or among the road users [41] . Application Model: This points out the usefulness in the behavior and quality of cooperative VANET applications [41] . Figure 4 illustrated the VANET units and entities that makes up the VANET model, and it is explained in detail section below.
Common VANET Units and Entities
There are two different environments generally researched in VANET namely; Infrastructure and Ad-Hoc environment.
Infrastructure Environment
In this environment, units or entities can be interconnected permanently. Inside this environment mainly contains the entities that mange traffic and also gives access to external services. Manufactures are known to be inside this environment of the VANET model; because during manufacturing they identify each vehicle uniquely. Legal authority is also in this environment of VANET model; putting aside the different regulations that binds countries, vehicles registration and offence reporting is ensured. The Trusted Third Party (TTP) are also in this environment [42] . They offer various services such as time stamping and credential management. Manufactures and the Authority are related to (TTP) because the services are needed, example; issuing of electronic credentials [42] . Service providers are also in this environment, because they give out services that can be accessed via the VANET, such services are' Location Based Services (LBS) or Digital Video Broadcasting (DVB) etc. [42] . 
Ad-Hoc Environment
This environment creates ad-hoc communications from vehicles. The vehicles are equipped with 3 different devices namely; On-Board Unit (OBU) that enables the Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication [23] . The Ad-Hoc environment also have a set of sensors to their status and its environment e.g. (Fuel Consumption, Slippery Road, and Safety Distance). The data gotten can be shared among other node to improve and increase road safety.
A Trusted Platform (TPF) is always installed on the vehicles, such devices are for security purposed and also for computation and reliable storage [43] .
VANET Communication Patterns
The use of VANET enables the use of several applications from safety to non-safety applications. These applications exchange messages over VANETs and they are used for different proposes. In the VANET they are four different communication pattern identified [44] [45] . Although other communication pattern exists such as (multimedia access, location based services, etc.).
Vehicle-to-Vehicle (V2V) Warning Broadcast
This communication pattern is useful in a unicast or multicast situation, where message is been sent to a specific or a group of vehicles. For example and emergency vehicle is approaching, a message can be sent to vehicles coming; this will create an easy passage for the emergency vehicle, or when an accident is detected, a message can be sent to arriving vehicles to warn them and also increase safety on the road [46] . This is shown in Figure  5 below.
Vehicle-to-Vehicle (V2V) Group Communication
In this communication pattern, only vehicles that share similar features can participate in the communication. Such features can be static or dynamic in nature, that is vehicles of the same manufacture or enterprise (static nature) or vehicles that appears to be in the same area in a particular time interval (dynamic nature) [47] [48] . This is shown in Figure 6 below. 
Vehicle-to-Vehicle (V2V) Beaconing
Under this pattern, messages are sent periodically to vehicles that are nearby. These messages contain breaking use, heading, current speed, bend negotiation etc. of the sender or transmitting vehicle. As shown in Figure 7 , the V2V beaconing communication messages are only sent to 1-hop communication vehicle that is the messages are not forwarded after receiving. This is helpful because the message enables vehicles to discover and access the best neighbor to route a message through or to [49] -[51].
Infrastructure-to-Vehicle/Vehicle-to-Infrastructure Warning
Messages are relayed either from the infrastructure Road Side Units (RSUs), or from a vehicle to RSUs when a vehicle or RSU spots a potential danger. For example a warning message can be sent from or by the RSU to approaching vehicles heading towards an intersection that a possible collision could happen. This communication pattern is very useful for enhancing road safety [52] [53] . Figure 8 shows how a warning message was communicated to various nodes to avoid collision.
Routing in VANET
In the past few years, routing in VANET have been researched widely [42] [52]- [54] . However, due to the characteristics of VANET having a high active topology recurrent connectivity, the commonly used routing protocols that were implemented for MANET have been tested and evaluated for use in VANET environment [55] . Depending on the number of sending and receiving nodes involved, the routing in VANET can be classified into three types namely; Geocast/Broadcast, Multicast, and Unicast approaches.
Geocast/Broadcast
This protocol is very important in VANETs. In [56] , the review of various geocast/broadcast protocols on VANET was researched on, such as:
• Spatially Aware Packet Routing Algorithm (this protocol is able to predict holes in topology and conduct the geographical forwarding).
• SHDV (this protocol helps find the best path to forward a packet through). • Interface Awake Routing Scheme (this enables the node with a multichannel radio interface and switches the channel based on the SIR evaluation).
• FROV (this selects the retransmission and spans further node to rebroadcast a message).
• Multi-hop Broadcast Protocol (this protocol segments the road and choose the vehicle that is far in a nonempty segment). Other protocols such as; V-TERADE, UMB, AMB, MHVB, and MDDV have been proposed by other researchers [56] .
Multicast Protocol
Multicast is important among communication between group of vehicles in some vehicular situations such as; road blocks, high traffic density or congestion, accidents, road intersections, bad road surface condition etc. In [56] , the multicast protocol was divided into two types, 1) topology based approaches such as ODMRP (this generates a source based multicast mesh and forwards it based on the group address), MAODV (this generates a group based multicast tree), and GHM (this generates group-based multicast meshes). 2) location-based approaches, such as PBM (which is based on positions of all 1-hop neighbors and also that of individual destinations), SPBM (this introduces hierarchal group membership management), LMB (this uses the multicast region as destination information for multicast packets), and RBM and IVG (which define a multicast scope for safety warning messages).
Unicast Protocol
The unicast communication protocol for VANET is in three ways (as shown in Table 4 ):
• Greedy: in this protocol, nodes forward packets to the vehicle or nodes that are far off neighbor coming towards their destination, like (GYTAR).
• Opportunistic nodes use "carry-toward" technique, where this is done in order to resourcefully deliver the data to the corresponding destination, just like the topology-assist, geo-opportunistic routing etc.
• Trajectory Based: Nodes compute the paths that will possibly lead to the destination and deliver the data by relaying it to nodes that are along one of the computed paths, just like the trajectory-based data forwarding (TBD) [55] [56] .
VANET Security Issues
Security is always a challenge for any infrastructure that is been used in communication. Safety in VANET is of high priority because human lives are involved. The security challenges or issues must be put in place during the design of VANET architecture [53] - [55] . In [56] , the author classified attackers into three categories or dimensions; insider versus outsider, malicious versus rational, and active versus passive. In VANET security issues, the threats are based into three main groups such as; availability, authenticity, and confidentiality. The following 3 subsections expose these issues in details.
Threats to Availability
The threats to availability of vehicle-to-vehicle and vehicle-to-roadside communication are: 1) Denial of Service Attack: this kind of attack can be done or carried out by an insider, and or outsiders in the network, such attack causes the network to be unavailable to the authentic users. Flooding and jamming with a high volume generated artificial messages causes the VANET components such as the nodes onboard units and roadside units not to sufficiently process the overload caused by the DoS attack.
2) Broadcast Tampering: This attack is carried out by an insider. It inputs false safety messages into the VANET to inflict damage or harm to the road users. An accident can occur when attacker manipulates the traffic on a specific route.
3) Malware: Virus or works can cause serious interference of flow of operation if introduced into VANET. This attack is often carried out by insiders more than outsiders and also it can be downloaded into the network when a firmware update is done. 4) Spamming: Spam messages in VANET can lead to increased transmission inactivity. This is more difficult to control because there's no centralized administration. 1) The communication area is divided into cells of a grid 2) A grid based location system is applied where some peer servers are distributed 5) Black Hole Attack: This form of attack is cause by nodes refusing to participate in the network or when a node drops out of the network, when this happens all communication routes and link it had before would be broken, this causes a failure in broadcasting message.
Threats to Authenticity
In VANET authenticity provision is very important. This includes the protecting of legitimate node from the attackers "insider or outsider" infiltrating the network with fake identifies, such threats are: 1) Masquerading: This attack is different from others and it's easier to carry out. The attacker joins the network by having to get a functioning onboard unit and the attacker possess as a legitimate vehicle in the network, variety of attack can be carried out or feasible such as creating of false message and forming of black holes.
2) Global Positioning System (GPS) Spoofing: Global positioning system keeps a location table that holds the geographical locations of all vehicles on the network and their identities. An attack can be carried out using the GPS spoofing through GPS satellite simulator to create a false location on the GPS system in the network, thereby causing the vehicle to think that the corresponding location is the right one. This is because the GPS satellite simulator can generate signals that are way stronger than that generated by the authentic or real satellite.
3) Replay Attack: In this attack, the attacker reinsert packets that have been previously used by nodes into the network, this can poison a node's location table by replaying bacons. Although VANET that operate in the WAVE framework are protected from this attack, but to continue protection a precise source of time should be kept and organized because it is used to keep cache of recently received messages in contrast of the incoming messages. 4) Tunneling: An attacker utilizes the momentarily loss of a vehicle positioning system when it goes through a tunnel before resurfacing on the other side to receive its positioning information. The attacker quickly injects false positioning information or data in to the onboard unit of the node, causing the node to assume that the information received is valid. 5) Position Faking: In VANET, vehicles are responsible for the detailing of their own position or location information. This makes impersonation nearly impossible. Unsecured communication link or channel can create a blind spot where attackers can quickly modify or falsify their own position or that of other vehicles, create additional identities also known as (Sybil Attack), or even block vehicles from receiving and relaying vital and authentic safety messages. 6) Message Tampering: In this attack, the attacker alters or modify the message that's been relayed or exchanged from vehicle-to-vehicle or vehicle-to-roadside unit communication in order to forge application request or response from other nodes.
7) Message Suppression/Fabrication/Alteration: The attacker physically disables the communication link between vehicles or modifies the application so that the vehicle cannot send or receive or respond to application beacons.
8) Sybil Attacks: In VANET, periodic messages are 1-hop broadcast, this is for securing the physical layer. When the network is not secured an attacker can partition the network and make delivery safety message impossible.
Threats to Confidentiality
Messages that are exchanged between nodes (vehicles) in VANET are open to confidentiality threats or attack with techniques such as illegitimate collection of messages through eavesdropping and passive attacks which are stated in the literature by the researchers.
Conclusions
VANET is an area of research that holds promising future and for vehicular users. However, it has its own challenges in the security prospect. VANET aims at reducing the accidents on our roads and increasing the flow of information among vehicle and the road users. The unique nature of VANET springs up issues like illegal tracking and jamming of the network. In this paper, we introduced VANET, its architecture, components, communication pattern and issues in its security. In the course of this research, we found out the routing protocols used in VANET that enabled road users to communicate and receive messages appropriately, such as: Geocast/ Broadcast, Multicast, and Unicast protocol. Also VANET communication pattern, entities and characteristics which include: High Mobility, Rapid Changing, Network Topology, Unbounded Network Size, Frequent Exchange of Information, Wireless Communication, Time Critical, Sufficient Energy and better Physical Protection. The characteristics of VANET expose the usability and efficiency in VANET.
With more research done on the security issues of VANET, I believe that VANET will cause a technological change and improvement for the road users. Useful information exchange can prevent future damage and accidents on our road. Future research would be conducted on comparing the various data security mechanisms and their performance metrics.
